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There is so much bad information out there about protecting yourself online.  To help, 
we’ve created a resource guide listing a variety of reputable tools and techniques to 
point you in the right direction.

Given that criminals routinely create their own software programs (password managers, 
VPNs, and the like) to trick unsuspecting users into downloading malware and viruses, 

we’re naming names and providing this guide to help you lock down your digital life. 

The average American has over 100 online accounts, which makes password management 
a nightmare.  Do yourself a favor and get a password manager such as Dashlane to help 
you manage the chaos. 

Anytime you use a public WiFi network—whether at the local coffee shop, a hotel, or 
an airport—you are putting your data at risk. On an open WiFi, hackers can see all you 
do and intercept your data. To avoid this problem, use a Virtual Private Network (VPN), 
such as those below, which provide a simple and secure way to protect your private 
information.

http://www.tkqlhce.com/click-8153298-12302791
https://go.nordvpn.net/aff_c?offer_id=15&aff_id=1570&url_id=263
https://www.ipvanish.com/?a_bid=48f95966&a_aid=cyberup
http://click.tunnelbear.com/aff_c?offer_id=2&aff_id=4664 


USB Safety:

Home Firewall System

Back-Up Tools

Portapow 

CUJO

Backblaze

iDrive

Backing-Up Individual Files:

Whole Drive Back-Up

Spider Oak (Includes 15% Discount)

Digital disasters occur frequently and losing a lifetime of email, photos, and documents 
can be devastating. Worse, data-destroying ransomware has increased 15x over the  
past year—putting all your information at risk.  The best tool to avoid these risks is a 
robust back up plan.   You can backup and encrypt your individual files using Spider Oak 
and, for easily backing up your entire hard drive, iDrive and Backblaze can be digital 
life-savers.

Increasingly, more and more devices are connected to the internet in our homes, including 
smart TVs, gaming consoles, thermostats, and smart speakers—and each and every one of 
them is hackable. Unfortunately most “smart devices” are quite dumb and come with few, 
if any security protections.  To vastly reduce attacks against your smart devices, install a 
next-generation hardware firewall, such as the CUJO AI Smart firewall.

Anytime you plug your phone into a public charging station, or even a rental car or air-
plane, you are potentially exposing your mobile to malware. To avoid this threat, use a 
USB data blocker such as the PortaPow, which will charge your device, but block potential 
malware.

All modern cameras are computers and all computers are hackable.  There are numerous 
examples of people having their laptops or phone cameras hacked. Protecting yourself is 
easy: just use a camera cover when your camera is not in use to protect yourself and your 
family.

Camera Covers/Safety

Multiple Camera Covers for your 
computers and phones

http://amzn.to/2EbTcMC 
http://www.dpbolvw.net/click-8153298-13185058 
https://www.backblaze.com/cloud-backup.html#af9pv4
https://www.idrive.com/idrive/signup?p=cyberuplabs 
https://spideroak.com/future-crimes/
http://amzn.to/2nONPsE
http://amzn.to/2nONPsE


New York Times

Other Useful Resources:

Have I Been Pwned?

No More Ransom!

Future Crimes by Marc Goodman

Have I Been Pwned?

No More Ransom!

Future Crimes 
By Marc Goodman

How Many Times Has Your Personal  
Information Been Exposed to Hackers?

How Many Times Has Your Personal Information Been Exposed to Hackers?
The New York Times has created an online tool to see how many times your data may have 
been hacked.  You can test it for yourself here: 

Another great tool to see if your personal data has been hacked and is available on the 
Dark Web is the site “Have I Been Pwned?”  Pwned is a hacker term which means hacked 
or “owned.”  Plug in your email address and find out if your data appears in the hacker  
underground.

Ransomware is growing exponentially and many people who pay the ransom find out they 
never get their data back.  There are technical tools available to help on a website known 
as No More Ransom.  Though they require a good bit of technological know how, some of 
these tools might be helpful if you have been infected with ransomware.

If you are interested in learning more about cybercrime, hack-
ing and how to protect yourself online from an ever mounting 
number of threats, check-out Future Crimes, Marc Goodman’s 
New York Times best-selling book on the topic:

https://haveibeenpwned.com/
https://www.nomoreransom.org/en/index.html
http://amzn.to/2EfAMuH
http://amzn.to/2EfAMuH
https://www.nytimes.com/interactive/2015/07/29/technology/personaltech/what-parts-of-your-information-have-been-exposed-to-hackers-quiz.html
https://www.nytimes.com/interactive/2015/07/29/technology/personaltech/what-parts-of-your-information-have-been-exposed-to-hackers-quiz.html

